BO CONG AN CONG HOA XA HQI CHU NGHIA VIET NAM
CONG AN TiNH GIA LAI Doc 13p - Tu do - Hanh phiic

$6:3 4.5 /ICAT-PAOS Gia Lai, ngay [ thang 11 ndm 2025

V/v canh bao ma doc nguy hiém

Kinh gtri:
- Van phong Tinh uy tinh Gia Lai;
- Van phong UBND tinh Gia Lai;
- BO Chi huy quéan sy tinh;
- Cac sd, ban, nganh trén dja ban tinh Gia Lai;
- UBND cép x3.

Qua trinh ra soét trén khong gian mang, Cuc An ninh mang va phong, chéng
t0i pham sir dyng cong nghé cao (A05) - Bo Cong an phét hién tap tin doc hai
mang tén “DU THAO NGHI QUYET DAI HOLrar” dugc chia sé trong mot sb
nhom Zalo, Facebook, Telegram... Khi nguoi dung tdi va giai nén, ma doc s& tu
dong cai vao mdy, danh cap thong tin dang nhap Zalo, Facebook, Gmail, ngin
hang, ... Péng thoi, ma doc tur dong guri tép tin tuong tu dé lay lan sang méy
tinh, thiét bi ngudi dung khac.

1. Két qua phan tich v& ma déc "DU THAO NGHI QUYET DAI
HOIexe":

- Két qua phan tich so b6: Thude dong ma doc Valley RAT.

- Dia chi méy chu diéu khién (C2): 27[.]124[.]9[.]13, port 5689.

- Su nguy hiém: M3 doc Valley RAT 1a mot loai Remote Access Trojan
(RAT) dugc phat hién diu nim 2023, chii yéu tin cong nguoi diung qua céc
chién dich phishing (lira nan nhan tai tai liéu mdi nhtr ¢6 chira ma doc). Muc
dich ctia ValleyRAT 1a gidm sit va kiém sot hé théng bj nhidm, tir d6 tai them
cac plugin doc hai khic dé gy hai sau hon. bay 1a ma doc da giai doan va da
thanh phan, cé kha ning tranh bj phét hién bing cach tai cac thanh phin theo
tung giai doan.

2. Cic tap tin ma djc khic 6 két ndi dén dia chi may chii didu khidn
(C2) néi trén ma tin tic di phat tén trong thoi gian gin day:

(1) BAO CAO TAI CHINH2.exe hoic THANH TOAN BAO HIEM
DOANH NGHIEP.exe

(2) CONG VAN HOA TOC CUA CHINH PHU exe

(3) HO TRQ KE KHAI THUE.exe

(4) CONG VAN DANH GIA HOAT PONG DANG exe hodc MAU
GIAY UY QUYEN.exe

(5) BIEN BAN BAO CAO QUY IllLexe

3. Tir tinh hinh trén, dé ing phé véi sw nguy hiém va lay lan nhanh
chong cia ma dyc, Cong an tinh dé nghi ciac don vi thuc hién mét sb noi
dung sau:

- Nhanh chéng ra soét trong hé thong thong tin cua don vi c4c tap tin nghi
ngd noi trén. Khi ghi nhan sy ¢4 tai don vi, dé nghj cach ly may tinh bj nhiém,
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ngat két ndi Internet, béo céo tinh trang cy thé vé Cong an tinh hodc Trung tim
An ninh mang Quéc gia, truc thudc Cuc An ninh mang va phong, chéng to1
pham str dung cong nghé cao — B¢ Coéng an dé duoc hd tro.

- Quét toan bo hé thong bang phan mém bao mit cdp nhit mdi nhit
(EDR/XDR) c6 kha ning phat hién va diét ma doc an trong bo nhd, céc driver
doc hai. Céc giai phap khuyén nghi trong truong hop nay: Avast ban midn phi,
AVG ban mién phi, Bitdefender ban midn phi, Windows Defender ban cap nhat
méi nhat. Luu y: Kaspersky ban mién phi chua phat hién duge ma doc nay.

- Trong truong hop ra quét thi cong: (1) Kiém tra trén Process Explorer,
néu phat hién du hiéu tién trinh khong c6 chir ky sb, xuit hién tén tién trinh gia
mao tén tap tin van ban; (2) Kiém tra bang TcpView dé xem két ndi mang néu
phat hién két néi vé IP may chi 27[. 1124[.19[.113 thi d6 chinh 1a ma doc.

- Quan trj vién khan treong block trén tuong lira, ngin chan truy cap dén
dia chi IP doc hai: 27[.]124[.19[.]13.

- Khuyén cdo toan b cén bo, cong chirc, vién chirc khong tai, khéng m¢o
file “.rar”, “.zip” la, dic biét néy bén trong c¢ file “.exe” hoic “.bat”; chi nhan
tdi liéu tir nguon chinh théng, hé théng néi bo hodc doi véi nguoi xac thyce duoc:
néu phét hién hodc nghi bi nhidm ma doc, khéin truong doi mat khau céc tai
khodn quan trong (Zalo, Gmail, ngén hang...).

Cong an tinh théng bao cac don vi biét, phdi hop thuc hién./.

Noi nhgn:

- Nhu kinh gti;

- B/ Bi thu Tinh ty (dé béo c4o);

- B/c Chu tich UBND tinh (dé béo c4o);
- Giam déc Céng an tinh (dé bao cédo);

- Lwu: VT, PA05(P2).C.
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